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Tom tat

Suw tién bg nhanh chéng cia cdc cong cu tri tué nhdn tao tao sinh da mang lai nhitng
trai nghiém dang kinh ngac trong “thé glO‘l truyen thong, song ciing dat ra nhitng thach
thirc nghiém trong vé thong tin sai léch va tin gia, dac biét trong boi canh tinh hinh dia
chinh tri trén the gio’i dién ra ngay mot phuc tap. Cac noi dung da phwong tién siéu thuc
do Al tao ra (ma cac moé hinh nhu Google Veo3, KlmgAI la vi du dién hlnh) da lam thay
d6i cuc dién va ban chdt ciia van de, dé dang bop méo sy thdt va tao ra mot “thuc té tong
hop kho phan biét voi su kién, nhan vat thyc te. Sw hao hirng va gidi tri ban dau do cac
mo hinh AI dem dén cho nguoi dung nhanh chong tro thanh moi nguy d‘ang bao dong dé
bi lam dung hon bao gio hét. Bai viét nay chi ra nhitng dac diém va nghién ciru moi de doa
cua thong tin sai léch tao boi Al déng thoi, phan tich cac phwong phap phat hién dya trén
logic thuc 1, dua trén Al thuy van so, sw phoz hop cua cong dong. Ngoal ra, bai viét ciing
dé xudt mot s6 phuong cach gzam lhzeu tac d‘ong cua tin gia, tin sai léch tao boi Al dé bdo
V¢ tinh toan ven cua thong tin va niém tin xa hoi trong ky nguyén so.
Tir khéa: Tin gia do AI, Deepfake, Veo3, phdt hién Al trach nhiém nén tang.
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Abstract
The rapid advancement of generative artificial intelligence tools has brought astonishing
experiences to the media “world,” but it has also posed serious challenges concerning
misinformation and fake news—especially amid increasingly complex global geopolitical dynamics.
Advanced Al models such as Google Veo3 and KlingAI have ushered in a new era where hyper-
realistic multimedia content blurs the line between truth and fiction, giving rise to a “synthetic
reality” that is increasingly difficult to discern from actual events and individuals. What began as
a source of excitement and amusement has quickly transformed into a concerning risk, heightened
by the potential for misuse. This paper identifies the characteristics and examines the threats of
Al-generated misinformation, while analyzing detection methods based on factual logic, Al-driven
approaches, digital watermarking, and community collaboration. In addition, it proposes several
measures to mitigate the impact of Al-generated fake and misleading information, in order to
safeguard the integrity of information and maintain social trust in the digital era.
Keywords: Al-generated Fake News, Deepfake, Veo3, Al detection, Platform Responsibility.

1. Pit van dé

La “dién mdi cua nhan loai” (GS.
Andrew Ng, Dai hoc Stanford, 2017), tri tu¢
nhan tao, hay con goi Artificial Intelligence
(AI) da nhanh chong tr¢ thanh cong cu van
nang, vugt qua nhiéu giéi han timg dugc
bict to1 va dang trén da trd thanh xu hudng
cong nghé chu dao cua Cach mang cong
nghiép 4.0. Al tac dong dén moi linh vuc,
va bao chi - truyén thong ¢ Viét Nam khong

phai 1a mot ngoai 1§, Dau c6 nhleu uu
diém, 1a mot tro thu déc luc, cung cap kha
nang sang tao, téng hop khong gidi han,
song ¢, chiéu kich khac, Al lai dang lam
thay d6i cuc dién va ban chit clia van dé
tin gia - tin sai lech vén ton tai cO hiru trén
moi truong truyén thong nhiéu nim nay.
Nhitng ndi dung da phuong tién do Al tao
ngay cang thuc te, tham chi dat dén muc
do siéu thyc, kho nhéan dién, d€ dang danh
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ltra cong ching va céac chuyen gia. Trong
bbi canh bung nd théng tin, cudc chién voi
thong tin sai 1éch (mlsmformatlon) va tin
gia (disinformation) tao boi Al gio day da
tro thanh thach thirc toan cau [1].

Udc tinh, ¢6 khoang 500.000 video
deepfake tao boi Al dugc chia s¢ trén mang
xa hoi vao nam 2023. Trong khi & Viét
Nam, s6 tién thiét hai vi lra dao truc tuyen
ude luqng lén t6i 18.900 ty ddng, nhiéu
truong hop trong do, toi pham sir dung Al
dé gia tang ty 1¢ thanh cong khi ticp xtic
vdi doi tuong tiem nang. Theo bao cdo cua
Exploding Topics, dén nam 2025, ude tinh
co 8,4 ty trg Iy 4o duoc su dung trén toan
thé gidi. SO luwgng ndi dung da phuong tién
si€u thuc tao bdi Al ngay mot tang cao. Chi
trong mot nam tr 2022 t6i 2023, da c6 hon
15 ty burc anh dugc tao ra boi thuat toan Al
nho cong nghe text-to-image. Nhiéu birc
anh trong s0 d6 da danh lra dugc cac toa

soan va trang tin dién tr trong nudc.

Vi du, vao rang sang ngay 14/6/2025
(gio Ha Noi), sau cudc tan cong cua Iran
vao thu do Tel Aviv cua Israel, trén mang
xa hoi va nhiéu phuong tién truyén thong
dai chiing (trong do, co6 mot so to bao dién
tir, trang thong tin dién tr cua Viét Nam)
da dang tai mét s6 ndi dung vé chien dau
co F-35, san bay quan su Israel bi pha huy.
Cac ndi dung video, hinh anh mang chi tiét
chén thuc kho phén biét, anh sang hai hoa,
phdi canh Xa gan tiém can ¢ mirc do hoan
hao. Song néu nhin that ky vao cac chi tlet
s€ thay mot so diém bét hop 1y, nhu biéu
tuong insignia cua khong quan, canh duoi
lap nguoc, hé thong phan luc con nong do
du may bay da bi ha. Su ph1 logic nay da
dan nhiéu phan tich dén két luan: Khong
loai tror khé nang, day la cac ndi dung da
phuong tién siéu thuc duoc tao boi cac mo
hinh Al tao sinh.

Hinh 1 va Hinh 2. Video san bay quan su Israel trén Youtube va hinh anh mdy bay c6
bi€u tugng nha nudc Do Thai bi ban ha

|- EP

Nguon: vietbao.vn/iran-ban-ha-f-35-israel-lo-hong-cong-nghe-hay-buoc-ngoat-phong-khong-

Trong bai viét nay, thong tin sai 1éch
duoc dinh nghTa la thong tin khong chinh
xac hodc gay hicu lam duogc lan truyen ma
khong c6 y dinh lira ddi, trong khi tin gia la
thong tin sai lech dugc tao ra va phat tan co
chu dich nham muc dich Itra gat, thao tung
hodc gay hai [1].

Thuat nglr Al tao sinh - con goi la
Generative Al (GenAl) - la mét nhanh
cua tri tu¢ nhan tao, cé kha nang tao ra ndi
dung méi, doc ddo dua trén dir liéu ma no
dﬁ dugc huan luyén, noi bat véi kha nang

“sang tao” [2].

Truoc day, tin gla truyén thdng,
thuong duoc goi 1a “tin tic gia” (fake
news), cht yéu la mot hinh thure béo chi la

trung-dong-547117.htm

cai hodc truyén thong nhim muc dich phan
phoi théng tin sai léch co chu dich théng
qua cac phuong tién in an hodc mang xa
hdi truc tuyen [3]. Loai tin tirc nay da tro
th?.l’lh mot van d€ 16n voi cac ca nhan noi
tiéng va nhiéu quoc gia, tuy nhién, sy xuat
hién cua Al tao sinh da danh dau mot su
chuyén déi co ban. Thay vi chi lam gla
thong tin hodc bop méo su that, Al gio
day c6 kha nang “tao ra thyc t€” hoan toan
moi, si€u thuce va kho phan biét. Hién nay,
GenAl duoc tich hop vao du ting dung, tir
Google, Facebook, Tiktok cho téi Zalo, ...
va co thé hoat dong ngay trén cd cac thiét
bi di dong cau hinh thap, gid ré nho cong
ngh¢ ddm may tan tién.
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Deepfake - ung dung gay tranh cai
nhét cia GenAl, dai dién cho xu hu'ong
moi nhat trong thong tin sai léch, sir dung
Al dé tao ra cac video gida mao [3]. Thuat
ngtr “deepfake” la sy két hop ctuia “deep
learning” (hoc sau) va “fake” (gia mao),
miéu ta ky thuat tong hop hinh anh nguoi,
vat dya trén Al Su chuyén dich tir “tin tirc
gid” sang “thyc t€ tong hop” nay dat ra
dau héi 16n cho cac nha truyén thong trong
qua trinh nhan thirc va xac minh thong tin,
doi hoi cac phuong phap phat hién va tu
duy phan bién vuot ra ngoai cach xac thuc
th()ng thuérng Hién nay, sy phat trién vii
bdo ctia cac mo hinh Al tao sinh da khuéch
dai dang ké toc do va sy tinh vi clia viéc
lan truyén tin gia, khién viéc xac dinh va
chdng lai thong tin sai 1éch ngay cang kho

khin [4]. Dién dan Kinh té Thé gi6i da xac
dinh thong tin sai léch va tin gia 1a moi de
doa 16n nhat doi véi nhan loai trong hai
nam tdi va la rui ro toan cau dang ké thu
nam ve lau dai [1]
2. Thach thire va dac diém do thong tin
sai 1éch do Al tao
2.1. Thach thirc véi thong tin sai léch do
Al tao
2.1.1. B¢ chan thuc vuot qud kha nang xac
minh cua cong chung

Vi su ra mét ciia mot sd Al tao anh,
video nhu Veo3, Nano Banana (Google)
hay Sora 2 (Open Al), nhicu nguoi dung
va du ludn trén mang xa hoi da béy to lo
nga1 veé murc do chan thuc qua murc cua cac
mo6 hinh nay, gay nham 1an nghiém trong
vé ngudn gdc thuc té.

Hinh 3. Video duoc tao boi mo hinh Sora 2 thu hit 868.000 luot thich trén mang xa
héi Tiktok va gay nham 13n cho nhiéu chu tai khoan

Vi tan suat va thoi quen tiéu thu noi
dung ngay céng ngan va nhanh ctia ngu’(‘ri
dung mang, cta sinh vién, hoc sinh va kha
nang phan biét bang mat thuong kém do6i
vdi nguoi cao tudi, viéc phan dinh that
gia cang trd nén khé khin. Théng tin siéu
thuc do Al tao cling duoc ca nhan hod theo
thuat toan, khién nhing ngucn nhdm lan
v6i thong tin sai Iéch ngay cang lun sau
vao cac phan cuc va vong ldp ndi dung tao
bai tri tug nhan tao.

2.1.2. Toc do lan truyen nhanh va lam xoi
mon niém tin cua xa hoi

. Mot nghich Iy dang cha y 1a mac da
phan 16n cong chung (91,9%) da nhan
thirc dugce Al va lo ngai vé viéc n6 tao ra

Nguon: Tiktok

tin gia (86%) [4], thong tin sai 1éch do Al
lai thuc‘rng tﬁp trung vao noi dung giéi tri
va c6 kha nang lan truyén manh m& hon
dang ké so voi cac hinh thirc thong tin sai
1éch thong thuong [5]. Diéu nay tao ra mot
thach thue vé nhén thirc: nguoi dung co thé
nhén thic dugc moi de doa chung, nhung
lai d& bi cudn hut va chia sé ndi dung do Al
tao ra do tinh chét giai tri va cam xuc tich
cuc cua no, lam mo di ranh gioi gitra giai
tri va thong tin, tr 46, binh thuong hoa viéc
tiép xuc voi ndi dung gid mao. Viéc ngay
cang nhi€u nguoi st dung mot sO mo hinh
Al tao video nhu RunwayML, KlingAl..

da khlen cong chung va ca nhiing ngu01
lam truyén thong ngay cang bt canh giac
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v6indi dung tao boi Al Tir d6, mot su hoai
nghi toan di¢én dicn ra ngay ca voi cac ndi
dung vdn ban, phong van cua co quan chirc
nang, bao chi chinh thong.

Trong cuon sach “Calling Bullshit:
The Art of Skepticism in a Data-Driven
World”, hai gido su Carl T. Bergstrom va
Jevin D West (Dai hoc Washmgton (My))
da nhic dén khai niém “C6 tic cua ké noi
d61” (Liar’s D1V1dend) Khai niém chi ra
mdi de doa tiém 4n nghiém trong nhét tir
Al tao sinh 1a viéc khong chi tao ra tin
gia ma con lam suy yeu kha nang cua xa
hoi trong viéc phan biét sy thit khoi gia
doi. Tac gia nhan xét: “... ngay ca khi mot
video la thdt va ban khong co Iy do gi dé
nghi ngo, (nhung boi Al), ban van phai dat
cdu hoi liéu no co that hay khong?” [27].
Théch thire nay doi hoi cac giai phap khong
chi vé cong nghé ma con vé can gido duc
doi ngili cong chung va doi ngii 1am truyén
thong thiét 14p tu duy phan bién do1 voi tat
ca tin tirc hién nay [20]. Trong thoi diém
hién tai, bang nhiéu phuong thirc va tan
dung dic diém, cac ndi dung Al van c6 thé
nhin dién voi nguoi khong c6 chuyén mon
ve k§ thuat.
2.2. Pic diém cia théng tin sai léch do
Al tao ra

Vi Al tao sinh, mot ngucn c6 thé tao
ra nhiéu loai hinh tin tirc gia mao. Tin gia
tao béi Al duorc phan loai la:

- Deepfake (doi voi hinh anh/video/
am thanh)

- Van ban gia mao

Bén canh do, Al cung c6 thé “bia dat”
ndi dung trong ‘vo thuc” (con goi 14 hién
tuorng ‘ao glac Al”), blen mot thong tin tro
nén sai léch vé mot so chi tiét, gay nham
1an cho ngudi dung khi chia sé. V& ban

chat, cdc md hinh ngdn ngir 16n LLM nhu
Gemini, ChatGPT hoat dong dya trén viéc
ghi nho, phan loai dit liéu khong 10 r6i du
doén tir ngir tiép theo bang cac thuat toan,
do vay, néu nhu khong co6 “mau”, thi Al
nhu mét ngudi mu mo mam trong bong toi
ma khong that sy cé tu duy nhu con nguoi.

Nhin chung, céc loai tin gid, tin sai
1éch tao boi Al s€ co cac dac diém chung:

- Tinh thuyét phuc cao (do mirc do
chan thuc dang kinh ngac).

- Toc do tao ldp cao, pham vi lan
truyén réng (tw dong héa va mo rong).

- Ngi dung gay soc, kich déng (dé
khuyén khich chia sé).

- Co kha nang ca nhan hoa (theo so
thich, vi tri dia Iy cia nguoi dung).,

- Kho truy nguon goc (do boi canh,
nhan vat, sy kién déu khong co thuc).

Trong céac loai tin gid, deepfake la
mot trong nhitng tng dung Al tao sinh gay
lo ngai nhat, boi chi tiét dugc moé phong
toi da tur thuc té, dac biét 1a khudén mat va
giong nodi con nguoi. Pay la mot k}7 thuat
tong hop hinh anh dya trén Al, st dung
mang doi khang tao sinh (GAN) dé két hop
va chong ghép cac hinh anh va video hién
¢ 1én céc hinh 4nh hodc video nguon [3].
Céc loai deepfake chinh bao gom hoan dbi
khudn mat (face-swap), dong bo hoa moi
(lip-sync), va tai tao khudn mat theo thoi
gian thyc (real-time facial reenactment)
[6]. Deepfake ¢6 thé gia mao hinh anh
phu:c tap trong video, nhung co thé chi dé
gia mao tieng noéi cua mdt nguoi. Vi duy,
nhu cudc goi tu dong deepfake cua cuu
Tong thong My Joe Biden nhim vao cu
tri My vao hoi nam 2024 1a mot dién hinh
trong viée sir dung Al dé tac dong lén két
qua chinh tri [7].

Hinh 4. Ban tin gia tao bdi mo6 hinh Al Veo3
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Nhin chung, v6i tinh chat chéan thuc,
s0 v6i cc tin gia truyén thong, tin gia nhu
video tao bdi Al tao sinh lam dnh hudng
sau sdc dén niém tin cua cong chung, dac
bi¢t doi vdi nhom cong chung trung nién
hodc 1¢n tudi, nhitng nguoi it thong thao
hon vé cong nghé va danh khéng nhiéu
thoi gian quan tdm téi linh vye nay. Nhitng
cong chung it thong thao vé Al cling c6 thé
tao ra mot vong lap nguy hiém: hao hing
v6i cac img dung Al dé su dung, roi vo tinh
lan truyén nhiing thong tin sai su that trong
v0 thuc. ,

Su phat trién cua cac cong cu Al tao
sinh hién dai nhu Veo3, RunwayML va
Sora di ha thip dang ké ca rao can tai
chinh va ky thudt cho viéc tao ra phuong
tién tong hop, gitip viéc tao deepfake tro
nén dé dang va chat lugng cao hon [§].
Céc cong cu nay da “thuong mai hoa”
cong ngh¢ deepfake, lam giam “rao can tai
chinh va k¥ thuat” cho viéc st dung chung,
kha ‘nang tao deepfake khong con giéri han
O cac chuyen gia ky thudt cag ma da tro
nén pho bién, dé tiép can, dan dén mot
“lt lut” ndi dung deepfakg trén internet
[8]. Vi du, phi thué bao dé tao ndi dung
video v&i Veo3 chi khoang 500.000 Vnd/
thang. Trong khi do, véi quan niém “chi
de giai tri”, nguoi dung thuong vo tu chia
sé cac ndi dung sai léch tao boi Al khién
c4c ndi dung gia mao tao boi Al c6 thém
mot dac diém: pho bién va lan rong voi cac
tai khoan mang xa hdi nho, an danh, [am

gia ting thém thach thirc khi truy vét khoi
nguon cua tin tic.
3. Phuwong phap nhén dién thong tin sai
1éch, tin gia tao béi Al

Du so voi chinh minh cach day mot
vai nam, Al tao sinh da dat nhitng budc
tién dai, ngay cang tinh vi, chi tict, song
tin gia tao bdi Al khong pha1 la khong thé
nhén dién trong boi canh hién nay (du mot
vai phuong phap nhéan dién chi ¢6 y nghia
tinh bang ngay gio do Al c¢6 kha nang tu
hoc héi va ty huan luyén uu viét).
3.1. Nhin dién thong qua logic, quan sdt

Do1 voi Al tao sinh, cac thuat toan
dong vai tro la tap hop céc quy tic va
hu:ong dan dé Al xu ly thong tin, tao ra
cac cau tric toan hoc dé cac mo hinh Al
phan tich va tim kiém moi lién hé roi
dua ra quyét dinh. Vi du, dé sang tao ra
hinh d4nh moét qua tdo, Al tao sinh nhu
ChatGPT thuc chat khong c6 y niém vé
qua tdo nhu bg ndo cua con nguoi, ma co
the st dung phuong an ghi nhd céc cach
sap xep pixel (hay con goi la_ “picture
element” (phan tir hinh anh), vé ban chat
la don vi co ban nho nhat dé tao nén mot
hinh anh ky thudt so hodc hién thi trén
man hinh) trong hinh anh ctia mot tram
deén mot tri¢u hinh anh qua tdo khac nhau,
tu do, gan nhan, dao tao cho Al h1eu vé
mot “qua tdo” s& co cac pixel tuong dong
ra sao, hinh hai thé nao [9]. M6 hinh hoc
héi hinh anh cua Al ¢6 thé duoc biéu dat
trong minh hoa sau:

Hinh 5. Dién tién qua trinh hoc tap vé mot vat thé cua tri tué nhan tao

Thuét todn

-1 17

DU LIEU DAU VAO

Ciing boi didu néy, Al tao sinh s&
gdp kho khan trong viéc tai tao mot s chi
tiet hinh anh kho xtr ly nhu ban tay, ban
chan va chtr Vlet trong hinh anh. Do vay,
phuong an dau tién 1a quan sat ky céc chi
tiét thi gidc bét thuong, bao gom rang, tay
va nep nhdn, lan da va dang di cua mot
nguoi. Nhung chi tiét nho nhu tan sudt
chop mit, mun, 16 chan 16ng, xuong ham
cua nguoi, bién hiéu, logo trén dudng
pho, ngudn sang va hudng bong do co thé
khong hop 1y, khong tuan theo quy luat

HOC TAP

Thudt todn

L ]

. s 2
KET QUA DAURA

vat Iy. Mot s6 chi tiét cang nho, Al téi tao
cang thiéu ty nhién, nhu khuén mat dam
dong, mo héi, toc.

Dbi v6i am thanh, Al d6i lac s& tao ra
khau hinh khong khorp am 101 noi, glong
diéu thiéu cam xtic, qua troi chay. ,Mc_)t sO
md hinh nhu NotebookLM cb gang tao
thém cac am thanh am tr, ngap ngirng nhy
nguoi that, do vy can xét dén ca yéu to
tieng dong hién truong, tiéng vang,... theo
boi canh thyce té.

Dbi v6i van ban, Al co thé thuong
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xuyén viet hoa ma khoéng co6 ly do, su
dung cic tir dém khi€n van ban dai dong
ma khong bo sung nhiéu y nghia, cau tric
cing nhac. Al d6i khi cling trich nguon,
nhung can phai doc lai ngudén dé¢ xem
trang web co that sy chira dung ndi dung
d6 hay khong, hodac don gian la co...ton
tai hay khong.

3.2. Phat hién dwa trén Al va hoc mady

Dung Al dé phat hién Al - day la mét y
tudéng khong moi, song tur thuc t€ cho thay,
hién chua c6 cong cu that sy hiéu qua deé phat
hién mot tin gié binh ludn gi tao béi Al Vi
du, nhu dung cong cu Justdone dé phat hién
yéu td AI cho mot doan tho ctia nha tho TH
Hitu, Al nay cho ra két qua t6i.... 98%.

Hinh 6. Cong cu phat hién Al chua thyc sy hi¢u qua

Al Detector by JustDone

Maintain the authenticity of y

writing by identifying Al-generated content

5 seribbr orizers  (Capyleaks

Trusted by Students from 3,000+ Leading Universities an:

[«

Trén thu’c,té, cac thuat toan Al t6 ra
hi¢u qua hon dé xac dinh cdc mau va di vat
trong hinh anh va video dé co thé chi ra tin
gia [10]. Hon nira, Al co thé dugc sir dung
dé theo doi sy lan truyén ciia tin gla va xac
dinh nguon goc cua ching nham ngéan chan
va giam thiéu toc do lan truyen Mot s6 mo
hinh AI ¢6 thé ké dén dé xac dinh yéu to
Al gbm:

- Tim kiém nguogc hinh anh (Reverse
Image Search): Google Images, TinEye,
Yandex, PimEyes.

- Phan tich Deepfake: Intel
FakeCatcher (Phan tich tin hiéu sinh hoc);
McAfee Deepfake Detector (Sur dung Al
deé xac dinh diem bat thuO’ng, Deepware
Scanner (Quét video dé tim ddu hiéu
deepfake); Hive Moderation (Cung cap
API phat hién hinh anh/video Al).

Tuy vay, cac md hinh dugc dao tao
trudc thuong hoat dong kém hi¢u qua khi
dugc thor nghiém trén cac loai deepfake
mai ma khong dugce tinh chinh (diém AUC
gidam xuong 67-71%) [1]. cho thay mot
“khoang cach tong quat héa” [12] trong
phat hién AL

Nhu‘ng nim gan day, cac chuyén gia
truyén thong, nha bao cung tan dung Al
nhu mdt “quan su” gilp xdc minh thong
tin, xac dinh nguon, kiém tra chéo thong
tin va cung cap thém ngir canh dé tang toc
qua trinh kiém tra thuc té va cai thién do
chinh xac [11]. Trong khi cac nha bao gidi

d Institutions.

trong viéc hiéu ngit canh va dién giai sic
thai, thi AI vuot trgi vé quy md va nhan
dang mau. Viéc két hgp nhitng diém manh
nay c6 thé tao ra mot hé thong phat hién
manh m¢& hon, khiac phyc nhitng han ché
riéng 1¢. Nhu vay, Al thay theé no luc cia
con nguoi ma tang cuong kha nang.

3.3. Phat hién thong qua kiém tra thuc té
cong dong ( Crowdsourcing)

Sttc manh cua s6 dong (con goi la
Wisdom of crowds) da dugc chung minh
la mét phuong phap hiéu qua dé xac dinh
thﬁng tin sai léch; cac nhom hop tac chinh
xac hon céc ci nhan trong vi¢c phat hién
cac bai dang sai sy that [12]. Vi dy, co thé
su dung Commumty Notes ctia X - mot
cong cu tan dung phan doan tap thé cua
ngucn dung dé xac dinh va gén co ndi dung
gay hiéu lam [5]

Nhu vy, co thé ap dung phuong phap
crowdsourcing (huy dong strc manh dam
dong) dé phan tan ganh ndng xdc minh.
Chung ta c6 thé don gian 1a dang mot nghi
van lén trén mot dien dan mang xa hoi va
cung phan tich véi cong dong.

3.4. Nhan di¢n dya vao thiiy vin s0

Thuy van ky thuat so (hay Digital
watermarking) la ky thuat nhiing cac chir
ky khong thé nhan biét nhung c6 thé phat
hi¢n dugc vao hinh anh AIl. Mot s6 nha
phat trién Al (nhu Google DeepMind véi
SynthID) da bat dau tich hgp céc thuy van
s0 d€ nhan dién hinh anh Al cua ho. Ngoai
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ra, ngum tao hinh anh (du la con nguorl hay
AI) cling c6 thé tu thém thiy van cta ho
(vi du: logo, van ban “Al generated”, t

tac gia) vao hinh anh d¢€ bao v¢ ban quyén
hodc xéac dinh nguén géc [13].

4. Két luin va khuyén nghi

4.1. Két luan

Nhin chung, trong bodi canh Al la
trong tam cua Cach mang cong nghiép 4.0,
Al tao sinh s€ phat trién khong ngirng va
ngay mot tinh vi, qua do, cling khién cudc
chién voi tin gia leo 1én mot budc thang
moéi. Bang cach ap dung mot chién lugc
toan dién va thich tng, tdp trung vao ca
vao doi mai ky thuat, xy dung chinh sach
va gido duc nguoi dung, xa hoi co thé giam
thi€u tac dong ti€u cuc cua thong tin sai
l1éch va tin gia do Al tao ra, bdo v¢ tinh
toan ven cua thong tin va duy tri niém tin
trong khong gian so.

Tai HO1 thao khoa hoc “Sirc manh
khong gioi han va nhitng thach thirc kho
dw bdo cua Al - Tac dong va wng pho
chinh sach” ngay 15/9/2025, tai Ha Noi,
B¢ Khoa hoc va Cong nghé cho biét dén
cudi ndm 2025, Viét Nam s& cong bd ban
cap nhat Chlen lugc Al quoc gia cung voi
Luat Al dau tién. Day cling 1a co so d€ doi
ngii bao chi - truyén thong trong nudc thue
day cac chién lugc vé Al nghién clru Ung
dung Al dé thich ung véi thoi quen tiéu
thy moi cua khan gia, kiém soat duoc cac
thach thae phtre tap cua Al trén moéi truong
truyén thong
4.2. Mjt so dé xudt va khuyen nght nham
gidm thiéu tic dpng ciia tin gid, tin sai sw
thdt tir ngi dung da phwong tién do Al tao
4.2.1. Xay dung khung phap ly toan dién
khi dao tao Al

Viéc xay du:ng khung phap 1y, thiét
1ap cac tinh nang an toan cho mo hinh
Al ngay tir giai doan phat trién 1a yeu t6
tién quyét. Bén canh do, trong bdi canh
cac mo hinh Al phat trién da dang, nhanh
chong, da tré thanh 1ang kinh phan anh
nhiéu van dé; mang yéu t6 tham khao - ho
tro kién thuc tin ttrc, hoc thuat cho nhiéu
doi tuong tu hoc sinh - sinh vién t&1 doi
ngll dao tao, chuyén trach, rat can chua
trong dén nhiém vu xay dung cac cong
cu kiém chung ndi dung Al. Day 1a bai
toan can két hop gilta trach nhiém ban
dau cua nha phat hanh, vdi cac cong cu
k¥ thuat cao va cac chuong trinh dao tao,
nang cao nang luc phan bién cho nguoi
dung. Khi céc ndi dung ngay mot hoan
thién ¢ binh di¢n si€u thuc, cac cong cu
kiém ching can dugc dong bd song song

cung qua trinh phat trién cac mo hinh Al
dam bao cac yéu to tr phan tich - tim
ki€ém - danh gia bang chirng 1a xac dang,
cd co s, co kha nang truy xuat ngudn
goc ndi dung.

Tur day, cling doi hoi su tham gia rong
rai cua lién minh quodc te, chinh phu, cac
nha khoa hoc xa hdi, chuyén gia an ninh
mang, va ca nguoi dung thuc té. Cac yéu
to can can nhac bao gbm: nguon dir liéu
dao tao (do sach, do day du, do chinh
xac, sO lugng, tinh da dang (tranh thién vi
thong tin), tai nguyeén tinh toan, kha ning
bdo mat dir liéu, quy tac dao duc, quy trinh
quan 1}'1, .). Xay dung khung phap 1y cling
chi ro trach nhiém cua cac nha phat trién,
cac nén tang Al va nguoi dung khi st dung
cong nghé nay.

4.2.2. Nang cao nhan thirc va gido duc vé
truyén théng trong boi canh Al

Do su tinh vi ngay cang tang cua noi
dung do Al tao ra, viéc chi dua vao phat
hién_ky thuat 1a khong du. Gido duc vé
truyén thong va truyén thong so, gido dyc
vé dao dirc cong dan khi str dung Al 1a yéu
to then chot dé xay dung khd ndng canh
gidc, k¥ ndng dién gidi, suy luan cua xa hoi
doi voi thong tin sai 1éch va tin gia tao boi
tri tué nhan tao.

Sinh vién néi chung va sinh vién
nganh Truyén thong da phuong tién nodi
riéng can sém duogc tiép can vai Al trong
thuc té hoc tap, cong viéc dé nam bt van
dé hai mat cua hoat dong ung dung Al,
khong dé sy hd tro ciia A lam xo4 nhoa
di muc d1ch rén 1uy¢n tri tué va gia tri dao
duc nghe nghiép. Bén canh do, sinh vién
cling can ndm ro vai tro trach nhiém phap
1y, ban quyén va trach nhiém xa hoi trong
qua trinh st dung tri tu¢ nhan tao dé giao
ticp, hoc tap, chia sé thong tin. Tur do, co
thé phat huy nhirng th¢ manh riéng va ket
hop trai nghiém, trai tim khong thé thay
the cta con nguoi voi sy bén bi, toc dd va
logic cua tri tu€ nhan tao.

4.2.3. Hop tac da bén

Su hop tac chat ché gilra cac nha
nghién ctu Al, cac nha phat trien cong
nghé, cac nha hoach dinh chinh sich, cc to
chuc, cac nha gido duc va cong dong nguoi
dung s€ tao ra hé sinh thai AI lanh manh.
Dau chuyen d6i cong nghé ra sao, thi con
nguoi van la yeéu to mat xich quan trong
nhat trong viéc ngdn chdn tin gia, tin sai
1éch tao boi Al tir d6, giai quyét cac thach
thirc dao dire va phép 1y bao gom thién vi
thudt toan, lo ngai vé€ quyén riéng tu va ban
chat “hop den” khi Al ra quyét dinh.
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