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Tom tat

Bai viét trinh bay kha ndng bao mdt ctia mét thudt todn md hoa affine va cach danh gia dé bao
mdt - nguyén tdc Kerckhoffs. Pé bdo mdt dicoc xem la kha ndng khéng thé gidi ma van ban da dicoc
md héa bang thudt todn da biét va chi khong biét chia khéa ma.

P bdao mdt phu thudc vao sé chia khéa ma cé thé cé va thoi gian dé phdan mém phd khéa cé
thé duyét hét tdt ca khéa ma cé thé dé tim ra vén ban ma héa tir vén ban ma.

D¢ bao mdt con phu thugc vao do bat dinh (obscurity - trang thdi khong ro rang, dé bdt dinh)
ctia ban gici ma khi duyét tdt ca khéa ma cé thé cho dit c6 thé biét truéc huwdng néi dung ciia vin
ban ma hoa.

D9 bao mdt duoc ndng cdp nho bién doi cé hé s6 a va hé sé b trong khi m tang lén dén 256 da
lam cho s6 khéa ma c6 thé tré thanh qud I6m va xdc sudt xudt hién ky tu khong con gitip gi cho viéc
phd khoa.

Cong bé mét phan mém dp dung thudt todn cé bién déi a, m, b dé chirg minh kha ndng ting
do bao madt.

Tir khoa: Bao mdt, Affine.

The Affine cipher encrypting algorithm and modified Affine application software
Abstract

The article presents the confidentiality of the Affine cryptographic algorithm and the use of
Kerckhoffs principles in assessing security capabilities. Security capability is defined as
undecodable capacity of an encrypted text coded by a known algorithm providing that its encryption
key stays unknown. Security level depends on the number of possible encryption keys and the time
length for the key cracking sofiware to looking up all possible encryption keys for the ciphertext
within encrypted documents. The security also depends on the obscurity of decryption when all
possible encryption keys are traversed given that the ciphertext has its content direction predictable.
The enhanced security by transforming both a and b coefficients while m increases to 256 made the
number of possible encryption keys excessively large and the probability of a character occurrence
was no longer helpful to decryption. Introducing a sofiware that applies an algorithm with
transformed a, m, b could help demonstrate higher confidentiality.
Keywords: Security, affine.

Mé dau trit trén may tinh va ching cé thé dugc

Thé gidi budc vao ky nguyén cach truyén tir ngudi nay sang ngudi khac, co
mang khoa hoc cong nghé 4.0. Hiu hét quan nay dén co quan khic duéi dang vin
thong tin cho du la thong tin chung hay ban hoic dudi dang nao dé khic. Nhu ciu
thong tin thudc co s& dit liéu déu duoc luu  cin giir bi mat dé ngudi khac khong thé hiéu
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duoc nhiéu vin ban ¢6 tinh ca nhan hoic tap
thé ngay cang cao. Viéc xuat hién nhing
thong tin ma 16 bi mat cac thong tin d6 co
thé kéo theo nhitng thiét hai khé ludng.
Nganh khoa hoc ma héa da phat trién tir rat
som va la nganh nghién ciru cac ky thuat
toan hoc cho tit ca cac khia canh cta an toan
thong tin bao gom:

- Tinh bao mat hodc quyén riéng tu;

- Toan ven dit liéu;

- Xac thuc;

- Khong thé bac bé.

Co nhiéu ciach mi héa khac nhau.
Trong [1], c6 d& xuat mot phwong phap mi
hoa XOR1 vdi cac tinh nang khac biét. Theo
mot cach nhin nhian nao do, thuat toan
XOR1 cho ta kha ning bao mat toi da. Kha
ning giai mi van ban di mi hoa bang
phuwong phip nay gin nhu khong thé néu
khong c6 khda ma [2-4].

V& nguyén tic, d& bao mat thong tin,
can giit kin phwong phap mi héa. Thong
thuong, moéi phuong phap mi hoéa s& bao
gém ban than thuat toan ma hoa va khda ma.
Vi vin ban sau mi hoa phai truyén tir diém
nay dén diém khac hoic giir trén may tinh
nén vé nguyén tac, né khong duge bao mat.
Do 1a li do phai ma hoa cac thong tin quan
trong va cAn bao mat. Bé théy do mat cua
mot phurong phap ma hoéa, can xét lai ca qua
trinh ma hoa, truyén tin va giai ma.

Nhu thé, hé théng ma hoa bién mdt vin
ban twdong minh (vin ban ngudn) thanh vin
ban ma ngudi thudng khéng hiéu dwoc vin
ban gbc, goi 1a vin ban mi hoa. DE giai ma,
ngudi giai ma cin vin ban di duge mi hoa,
nguyén tic ma hoa (thuat mi héa, thuat toan
ma héa) va khéa ma.

Ma hoa thong tin va giai ma thong tin
dd m3 héa xay ra theo so do sau:

Vin ban ban dau

Thuat toan mé hoa

.| Van ban da ma hoa

Khoa mi

Hinh 1. Qu4 trinh ma héa

Vanban dd ma héa | —— | Thuit toan giai _— Vian ban ban
Khéa ma
Hinh 2. Qua trinh gidi ma

Muc dich ciia m3 héa 1a giau thong tin
nho gilr bi mat cach (phuong phap) mi hoa
va dau khéa mi. Ngudi ta cho rang viée giit
bi mat phuong phap ma hoa kho thyc hién
vi nhing 1y do rat khac nhau. Co thé déi
phuong biét dugc nho nhimng bién phap phi
khoa hoc nhu tinh bao hay bién phap khac.
Vi vdy, dé danh gia d6 biao mat cia phuong
phap mi hoa, ngudi ta cho rang chi danh gia

kha nang gitt dugc bi mat khi cong khai
phuong phap mi hoa.

Thao luan trén day dwa trén nguyén tac
Kerckhoffs. Nguyén tic Kerckhoffs 1a mot
quy tic dé phat trién cac hé théng mat ma,
theo dd, kha nang bao mat cia mot thuat
toan dugc xac dinh khi chi khoa ma duogc
giilr bi mat. Nghia la, thuat toan mi hoa phai
duoc cong khai. Nguyén tic nay duoc xiy
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dung 14n d4u tién vao thé ky 19 béi nha mat
méa nguodi Ha Lan Auguste Kerkgoffs va
duoc ap dung cho dén ngay nay [6].

Nguyén tic Kerkgoff.

Nguyén tic Kerkgoffs ¢ 6 diém co ban:

(1). Hé thdng ma phai 1a hé thong thuc
su, néu nhu né khong phai 1a mot hé thong
toan hoc, khéng thé bé khoéa duoc;

(2). Khong can phai giir bi mat hé
théng ma héa. Khi nhitng bi mat ciia hé
théng roi vao tay d6i phwong thi ciing
khong gay hai gi cho viéc bao mat thong tin;

(3). Giir va truyén khoa ma khong nhét
thiét phai viét trén gidy, nhitng nguoi sur
dung hé thong c6 thé thay ddi khoéa ma cho
phu hop véi nhu cau sir dung;

(4). Hé thong c6 thé dung dugc cho
thiét bi truyén telex;

(5). Hé thong c6 thé dé dang di chuyén.
Hé thong c6 thé khong cin phai nhiéu ngudi
dong thoi tham gia;

(6). Hé thong phai d& sir dung. Khong
can qua nhidu cong sirc dé hiéu va van hanh.

Ma Affine

Trong mat ma Affine, ddu tién, bang
chir cai cua thong diép can ma héa co kich
thude m s& duoc chuyén thanh cac con sé tur
nhién tir 0 @&n m-1. Sau d6, dung mot ham
modul d& mi héa va chuyén thanh ban ma.

Ham ma héa cho mét ky tu theo thuat
ma hoa affine thuc hién theo ham:

y=E(x)=(ax+b) mod m(1). Trong do,
x 12 s6 cin ma hoa; a, b 1a cac tham sb ma
hoa; y 1a sb ma héa cia x; E(x) goi 1a ham
ma hoa.

Vi du: Trong bang ma ascii thuong
dung, néu chon a=2, b=14 thi vdi ky tu “A”
¢6 mai ascii=65, ap dung ham trén ta dwgc:
E(65)= 2*65+14=144; 144 1a ascii cta ky

Trong cac ngdn ngit lap trinh khac
nhau, ham modul c6 thé cé cac ky hiéu khac
nhau. Véi m 12 kich thudc cua bang chit céi
(vi du trong tiéng Anh c6 26 chit cai, nén
m=26), a va b quyét dinh thir tu cia bang
chit cai ma hdéa nén no quyét dinh viéc

chuyén ddi tir ban 5 sang ban ma hoa. Dé
viéc ma hoa va giai ma ludén xay ra don tri
(mdi ky tu ban d4u chi c6 thé ddi thanh mot
ky tu twong trng ma hoa nao do), gia tri a
can duoc chon sao cho a va mla cac s
nguyén t6 cung nhau, nghia 1a, udc s
chung 16n nhat cua (a,m)=1. Gia tri uéc sd
chung 16n nhét ctia a, m=1. Khi 6, ham giai
ma s€ la:
x=D(y)=(a" {-1}(y-b) mod m) (2).

Cac tham sb nhu trong (1).

voi ar{-1} la nghich dao cua a theo

mo dun m. Tac 1a, aa™{-1}mod m=1.

M3 hoa, cho du 1a bang phwong phéap
nao thi thuc chat ciling 1a su bién ddi twong
ung tir mot bang chit cai nay sang mot bang
chir cai khac né nhung khac nhau vé thi tu.
Su khac nhau d6 dan dén nguyén ban doc
va hiéu nhung ban ma héa doc khong hiéu.

D) bao mit ciia ma affine

Trong nhiéu tai liéu, ngudi ta cho ring
do bao mat cuia ma affine khong cao vi cac
ly do sau day:

- S6 khoa ma qua it.

Thuc vay, khi chon bang chir cai,
ngudi ta thudng chon bang chit cai tiéng Anh
va chi chon chit in hoa [2-4]. Két qua co:
m=26(ABCDEFGHIJKLMNOPQRSTUV
WXYZ), dan dén chi c6 thé chon a<m. Véi
diéu kién (a,m)=1, a chi c6 thé 1a: 3,5, 7, 9,
11, 15, 17, 19, 21, 25, tic 10 gid tri khac
nhau. Nhu vay, ta c6: 10*25 lya chon, titc
14, c6 250 khoa ma. S6 khéa ma nhu vay
khong 16n, din dén d6 mat cia thuat toan
ma héa affine khong cao.

- P bao mat khong cao con xuit
phéat tir nguyén nhan tiém an ngay trong
phuong phap ma héa. Khi mdi ky tu & ban
r6 ludn twong ung véi mot ky tu trong ban
mi3 hoa thi ¢ nhiéu cach khong can khoa
mi, van c6 thé giai ma [2] chi it 1a can ctr
vao tan sb xuat hién cua céc ky tu dé phong
doan dau cach, cac tir, 16i dan dén giai ma
ca van ban.
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Nang cao do bao mat cia ma affine

pé nang cao do bao mat ciia ma affine,
can tranh hién tuong mdi ky ty giéng nhau
& ban chinh s& chuyén hoa thanh ky tu gidng
nhau & ban ma hoéa. Vi du:

BAN RO: ASDFG ASDFG

Ban ma hoa: CUFHI"CUFHI

Chit A & ban chinh s& chuyén thanh
chit C & ban ma hoda, chit S & ban chinh sé&
bién thanh chit U & ban ma hoa.

D¢ tranh hién tuong nay, can bao dam
cho cac chit ¢ nhirng vi tri khac nhau c6 thé
s& ¢6 cac tham sb hé sb a hoic b khac nhau
hoic ca a va b khac nhau. Diéu nay dan dén
cung mot ky ty nhu nhau & ban chinh
nhung & vi tri khac nhau sé& bién thanh cac
chit khac nhau. D6 bao mat s€ dugc tang
1én nho khong con nguyén nhan d6 bao mat
thap thir 2.

Khi thay di a va b, ta di tao nén cac
khéa md méi. Vi m=256, ta ¢6 thé chon b
bat ky sao cho 256>b>0 (255 sd), con a ¢o
thé chon bt ky sd nao trong danh sach sau:
a=3,5,7,9,...,255 (127 s6) dé ching 1a cac
s6 nguyén td cung nhau véi m. V&i mot ky
tur & mot vi tri bat ky nhu thé, ta ¢6, 255%127
=32385. Mot tir ¢6 10 ky tur thi s6 khoa ma
6 thé 123238519, Vi s6 khda ma 16n nhu
vy, do bao mat ting lén rat dang ké.

Phin mém thyc hién thuit toan ma
hoa ning cao

Phin mém duoc x4y dung dua trén cac
phan tich trén day trong modi truong
Microsoft Visual Studio.

- Phan mém tinh a! modul m'

Private Sub Invertl Click()

Me.Caption =""
Fori=1To So m

! Invert 14 nghich ddo cua a theo modul m, a=13.

If (13 * i Mod 256 = 1) Then

Me.Caption = " a=13,m=256, a*-1="
+ Str(i)

Invert =1

End If

Next
End Sub

Két qua:Khi chay Private

Invertl Click(), ta duoc:

B a=13,m=256, a*-1= 197
a’ modul 256=197.

- Phan mém affine thong thuong

D¢ tranh nham 14n giira cac bién, phan
mém nay sir dung cac ky hiéu sau:

Private Sub Command6_Click()

'Tim a™*

Fori=1To So m

If (He so a*1Mod So m=1) Then

Me.Caption = Str(i) + Me.Caption

Invert =1

Textl . Text =1

i=So m

End If

Next

Van_ban = Text3.Text

Me.Caption =""

Text4. Text=""

Fori=1 To Len(Van_ban)

Ma hoa = Chr((He so_a *
Asc(Mid(Van_ban, i, 1)) + So_b) Mod
So_m)

Text4.Text = Text4. Text + Ma_hoa

Next

Ma_hoa = Text4. Text

End Sub Invert 1a nghich dao cia a
theo modul m, a=13.

Sub
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Lo et

& comayloi: 0

13,25,256 for
affine Gelalim

invert a modul
256

157 Message  |Con co bay 4 bay la, bay tir rung a bay ra
‘ Textb
|
w Encryp M (€2 alal->aWal->a+—Ua!->aySadg Tasp-al->ad-
enciypt for leftext1. 1) .
Con cd bay 14 bay la, bay tir rugng lGa bay ra
Decryp_M

Encryption_test

Dectypt

Phin mém thay ddi b dé nang cao dd
bao mit

Giao dién ciia phin mém:

Trong giao dién: Message la thong tin
ban diu, Encryp M la thong tin dugc ma
héa, Decryp M 1a gidi ma. Khi phin mém
khong 16i, Message va Decryp M phai nhu
nhau.

G0 dong chit “con co bay 14 bay la, bay
tir rudng laa bay ra” c6 cac chir “c” giéng
nhau, “co” gidng nhau, “bay” giéng nhau,
nhung ta thay cac ky ty ma héa cho cac ky
tur d6 khac han nhau & myc Encryp M. Phan
mém cho chuong trinh trén nhu sau?:

Dim x, y, m As Integer

Dim Van_ban As String

Dim Ma hoa As String

Dim Giai_ma As String

Dim Invert As Integer

Dim giai Mal As Double

Dim giai Ma2 As Double

Dim so As Single

Dim k As Integer

Dim He so_a, So_b, So_m As Integer

Private Sub Command1_Click()

ml = (13 * Asc(Left(Textl.Text, 1)) + 25)

m2 =ml Mod 256

Text6.Text = Str(Asc(Left(Textl.Text,
) +":"+Str(ml) +": "+ Str(m2)

End Sub

Private Sub Form_Load()

2 Xem hinh trén

He so a=13
So b=25
So m=1256
End Sub

Private Sub Get a b m_Click()

Dim tg As Variant

key word = Text2.Text

tg = Split(key_word, ",")

He so a = Val(tg(0))

So b = Val(tg(1))

So_m = Val(tg(2))

Me.Caption = "he so a= " +
Str(He so a)+ " sob="+ Str(So_b)+ " so
m="+ Str(So_m)

End Sub

Private Sub Invertl Click()

Me.Caption =""

Fori=1To So m

If (13 *1 Mod 256 = 1) Then

Me.Caption =" a=13,m=256, a"-1="
+ Str(i)

Invert =1

End If

Next

End Sub

Private Sub Command6_Click()
'Dao a

Fori=1To So m

If (He so a *iMod So m=1) Then
Me.Caption = Str(i) + Me.Caption
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Invert =1

Textl. Text=1

i=So m

End If

Next

Van_ban = Text3.Text
Me.Caption =""

Text4. Text=""

Fori=1 To Len(Van_ban)

Ma hoa = Chr((He so a *
Asc(Mid(Van ban, i, 1)) + So _b) Mod
So_m)

Text4. Text = Text4.Text + Ma hoa

Next

Ma_hoa = Text4.Text
End Sub

Private Sub Decrypt Click()
Me.Caption =""

Text5. Text=""

k=0

Fori=1To So m

If (He so a*iMod So m=1) Then
Me.Caption = Str(i) + Me.Caption
Invert =1

Textl. Text =1

i=So m

End If

Next

Fori=1 To Len(Ma_hoa)

tg =Mid(Ma hoa, i, 1)

tgl = Asc(tg)

If (tgl - So_b <0) Then

Tai li¢u tham khao

Forn=0To 10

Ifn* So m+tgl -So b>0 Then
tgl =n * So_m +tgl

End If

Next

End If

giai Ma2 =(((tgl) - So_b) Mod So_m)

giai Mal = Invert * giai Ma2

giai Mal = giai Mal Mod So_m

Text5. Text = TextS5.Text +
Chr(giai_Mal)

Next

Me.Caption = Text5.Text

Me.Caption = "co may loi : " + Str(k)

End Sub?

Két luén

Bing cach nang bd ma ky tu 1én 256 va
Iira chon cach thay ddi hé sé a,b va ap dung
trong phuong trinh ma hoa affine cac ham
chr() va asc()(trong microsoft VisualBasic),
ta c6 thé nang kha ning bao mat thong tin
khi str dung ma nay. Phin mém ma héa ¢
thé ding dé ma hoéa cac tai liéu dé Iuu trén
may tinh cling nhu truyén tin gitta cac thiét
bi trén mang.

Phong ctia van ban trong phin mém
nay la font tiéng Viét.vnarial.

Khi dung phwong phap nay, cho du
cong bd phuong phap mi héa nhung ciing
that kho thir hét cac khoa mi c6 thé co dé
tim van ban that.

D6 bao mat ting 1én 16 rét!
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