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Tom tit

Nhu cau can che gidu théng tin dd cé cach day hang nghin ndm vé truée, tuy nhién, ky
thudt nay dwoc dimg chii yéu trong qudn doi va trong cdc co quan tinh bdo. Gan day, theo
nhu cau ciia cudc song, gidu thong tin méi dwoce cde nha nghién ciu quan tam, tir dé, da cé
nhiéu céng trinh nghién ciru vé van dé nay. Bén canh dé, cudc cach mang sé hod théng tin
va su phdt trién nhanh chong ciia mang truyén théng la nguyén nhan chinh dan dén sw thay
d6i nay. Theo mét s6 nghién cieu trieée ddy, gidu thong tin la nhiing mgt sé théng tin quan
trong vdo trong mot doi twong dit liéu s6 khdc nham gite bi mdt va tinh chinh xdc ciia théng
tin. Thong tin sé duoc gidu vao trong mot phuwong tién chira nho mot bo nhung. Bo nhung la
thudt toan gicfu tin, dwoc thuc hién voi mot khoa bi mdat hodc dwoc ma hoa trueoc khi gicfu.
Sau khi gidu tin, cdc doi twong chira tin sé deoe giri di hodc dwroe phat tan trén mang nhung
khé cé thé nhdn biét dwoc sw ton tai ciia cdc théng tin quan trong dang dwoc gidu trong do.
Tir khéa: Gidu thong tin, ky thudt gidu thong tin, thiy van so, bg nhiing, dir liéu so.
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Abstract

The need to conceal information has been present for thousands of years, but historically,
this technique has predominantly been utilized by the military and intelligence agencies.
However, in recent times, driven by the demands of modern life, the concept of steganography
has piqued the interest of researchers and information technology institutions, leading to
an abundance of research on this subject. Furthermore, the digital information revolution
and the rapid evolution of communication networks have been pivotal factors contributing
to this paradigm shift. According to previous studies, information concealment involves
discreetly embedding vital information within another digital data object to ensure
both secrecy and the integrity of the information. This concealment process employs a
specialized algorithm, executed with either a secret key or pre-encryption, prior to hiding
the information. Once concealed, these carrier objects are transmitted or disseminated
across networks, rendering the concealed information virtually undetectable therein.
Keywords: Data hiding, steganography, watermarking, embedding, concealing,
digital data.
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Mé diu

Theo nhu cau cua cudc song, gidu
thong tin [udén dugc con ngudi quan tam
tur thoi xa xua. Ngay nay, nho cudc cach
mang s6 hoa thong tin va su phat trién
nhanh chéng ctia mang truyén thong nén
viéc truyén thong tin qua mang Internet
ngay cang phat trién. Tuy nhién, chinh
tur d6, nguy co dir li€u bi truy cap trai
phép ciing tang 1én; vi vay, van dé bao
dam an toan va bao mat thong tin cho
dir liéu truyén trén mang 1a rat can thiét.
Do d6, @& dam bao an toan va bi mat
cho mot thong diép truyén di, nguoi ta
c6 thé gidu thong tin vao trong mot ddi
tuong dir lidu s6 khac nham gilt bi mat
va tinh chinh xéac cua thong tin. Thong
tin s& dugc gidu vao trong mot phuong
tién chira nhd mdt bd nhing. Bo nhing
la thuat toan giéu tin, dugc thuc hién
vo1 mot khoa bi mat hodc duoc ma hoa
trude khi gidu. Sau khi gidu tin, cac ddi
tuong chira tin s€ duoc guri di hodc duogc
phat tan trén mang nhung ngudi khac
kho c6 thé nhan biét duoc su tdn tai cia
cac thong tin quan trong dang duoc giadu
trong d6. Bén canh dé, viéc két hop cac
ky thudt gidu tin voi cac k¥ thuat ma
héa c6 thé nang cao dg an toan cho viéc
truyén thong tin.
1. Tong quan vé ky thuit gidu thong tin
1.1. Khdi ni¢m vé gidu thong tin

Trong mot thoi gian dai, ma hoa dir
liéu dugc sit dung nhu mdt gidi phap
chinh dé giai quyét vin d& bao mat
thong tin. M4 héa dir lidu 1a viéc chuyén
d6i dir liéu tir dinh dang c6 thé doc duoc
sang dinh dang dugc ma hoa. Dt li€u
duoc ma héa chi c6 thé doc duge hodc
xtr 1y sau khi dugc gidi ma. Bén canh
d6, con co cach khac dé bao mat thong

tin, d6 1a thuc hién céc giao dich nge‘im
bén trong cac giao dich cong khai, goi 1a
gidu tin (data hiding) hay giau thong tin.

“Gidu thong tin” (steganography)
la k¥ thuat nhiing thong tin (embeding)
vao trong mot nguon da phuong tién
goi 1a cac phuong tién chura (host data)
ma khong nhan biét duoc sy ton tai cla
thong tin duoc gidu (invisible) trong do.
Gidu tin khac ma hoa & chd 1a gidu tin
giéu di su hién di¢n ctia thong tin, trong
khi mi héa gidu di ¥ nghia cuia thong tin.

Nhu vdy, c¢6 thé dinh nghia khai
quat nhu sau: Gidu thong tin 1a ky
thuat nhiing mot sd thong tin, tai liéu
vao trong mot dbi tuong dir liéu khac
[1, tr.7]. Gidu thong tin nham hai muc
dich: (i) bao mat cho dit liéu dang gidu;
(ii) bao mat cho chinh d6i tuong duoc
dung dé chira théng tin. Khuynh hudng
thir nhat 13 gidu bi mat (steganography),
tap trung vao cac ky thuat gidu tin sao
cho thong tin gidu duoc nhiéu va quan
trong la nguoi tham tin khé phat hién
duoc mot dbi tuong cé chira tin giéu la
trong hay khong. Khuynh hudng thir hai
la thiy van sd (watermaking), nghién
ctru cach thire danh dau ddi tuong chira
nhim khing dinh ban quyén s& hitu hay
phat hién xuyén tac thong tin. Nhiéu
ki€u dit liéu s6 c6 thé dugc chon lam dix
liéu chtra cho bai toan giéu tin nhu anh,
video, am thanh, van ban hay cac goi tin
doc duoc truyén trong mang.
1.2. So lwge vé lich sir gidu tin

Trong tiéng Hy Lap, tu
“Steganography” c6 nghia la tai licu
dugc phu (covered writing), va dén
ngay nay, né dang dugc st dung. Theo
sir gia nguoi Hy Lap Herodotus ¢b dai,
ky thuat gidu thong tin duoc truyén
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qua nhiéu thé hé va duoc ghi chép lai
tir rit sém vao khoang thé ky tha V
trudc Cong nguyén, khi ma bao chua
Histiaeus bi vua Darius bt giir & Susa,
ong da bi mat gui tin bi mat cho con ré
minh béng cach cao troc dau nguoind 1€
va xam 1én d6 nhiing thong tin dé thong
béo cho con ré cua minh 13 Aristagoras
O Miletus. Mot thoi gian, sau khi toc cia
nguoi nd 1¢ nay da moc lai binh thuong
thi anh ta méi duoc gui t6i Miletus dé
thong bao thong tin ma anh dang dugc
mang trén dau.

Trong Hy Lap ¢ dai, ciing c6 mot
cau chuyén khac tuong ty do Herodotus
ghi lai 1a dung cac vién thubc dugc
boc trong sap ong dé ghi lai cac thong
tin. Mot nguoi Hy Lap khac cé tén Ia
Demeratus mubn gui thong tin cho
Sparta rang Xerxes dang c6 ¥ dinh xam
chiém Hy Lap. Dé truyén tin di, anh ta
da dung cach boc bé di 16p sap nay cua
vién thudc, sau d6, ghi thong tin 1én bé
mit cac vién thude, va cho boc cac vién
thudc lai bang mot 16p sap moi. Nhiing
vién thudc véi 16p boc méi nay da dé
dang vuot qua duge cac cude kiém tra.

Ciing theo nhiéu nghién ctru cho biét,
cach sir dung muc khong mau dé ghi lai
thong tin 1a mot trong cc cach gidu tin
kha phd bién timg duoc sir dung. Cach
gidu nay di duoc st dung trong khoang
thoi gian dai va twong dbi 1a hitu hiéu
cho gidu thong tin. Tir xa xua, ngudi La
Mai ¢ da biét cach sir dung nhimng chét
c6 san trong tu nhién nhu nudc qua,
nudce tiéu va sita dé viét cac thong tin,
thong bao chén vao gitra cac loai van tu
thong thuong. Khi mudn doc cac thong
tin, thong bao nay thi ngudi ta chi can
ho néng 1én 1a c6 thé dé dang doc duoc.

Tur nhitng dan ching trén, cho thay
cic ¥ tudng vé viée che gidu thong
tin da co6 tir hang nghin nam vé trudc,
nhung k¥ thudt nay chu yéu dugc dung
trong quan doi va trong cac co quan
tinh bdo, khong dugc st dung thong
dung trong doi séng nguoi dan. Gan
day, theo nhu cau cua cudc sdng, gidu
thong tin dugc cdc nha nghién ciu
quan tim va di c6 nhiéu cong trinh
nghién ctru v& van dé nay.

Bén canh dé, cing v&i su bung nd
cua cugc cach mang khoa hoc cong
ngh¢, dac bi¢t la cudc cach mang $6
va sy phat trién nhanh chong cua hé
thong mang truyén thong 1a mot trong
nhimg tac nhan chinh cho sy thay d6i
nay. Cong nghé ngay cang phat trién thi
di kém voi nd 1a tao ra nhiing ban sao
ngay mot tinh vi va hoan chinh nho vao
cac k¥ thuat chinh stra, thay thé. Ngay
nay, sy truyén tai thong tin trén mang
voi dit liu da phuong tién da phat sinh
rat nhidu van dé nhu: an cip ban quyén,
thong tin bi xuyén tac, thdm chi la phat
tan thong tin trai phép... Tur nhiing thuc
trang trén, di dua dén tinh cap thiét
can phai giau thong tin trong dit lidu da
phuong tién dé phuc vu trong doi sdng,
cling nhu bao vé dir liéu da phuong tién.
1.3. Piém khdc biét giiva gidu thong tin
va md hoa thong tin

Theo céac nghién ctru thi sy khac biét
gilta gidu thong tin v6i ma hoa thong
tin & cho: thong tin dugc hién ro hay
thong tin bi che gidu. Ma hoa thong tin
la cac thong tin hién rd 1a n6 cé dugc
ma hoa hay khong. Gidu thong tin thi rat
kho biét dugc 1a c6 hay khong thong tin
dugc gidu bén trong.

Trén thuc té, khi ma thong tin ma
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hoé bi phat hién thi tao sy thu hut cho
doi tin tac va chung s€ tim moi cach dé
pha. Tir @6, dan tdi cac cudc chay dua
gitta mot bén 1a doi bao v¢ thong tin va
mot bén 1a doi tin tic, cudc dua nay van
dang dién ra va chua co hoi két, chua

bén nao chiém duoc loi thé tuyét doi. Tir
thyc trang nhu hién nay, phuong phép gidu
thong tin thuc su rat can thiét. Hinh 1 cho
chiing ta thay rd nhiing diém khac nhau
gitta ma hoa va gidu tin.

Hinh 1. Céc diém khac nhau gitra ma hoda va giau tin

2. Mt s6 md hinh gidu tin co ban
Hinh 2 md t4 chung cho qua trinh
gidu thong tin mot cach co ban nhat.
Tuy thudc vao tirng muc dich str dung
ma thong tin gidu trong dit liéu c6 thé
1a ban quyén tac gia, co thé 1a tai liéu bi
mat can truyén di. Nguoi ta s& st dung
mot k¥ thuat (b nhung) dé dua thong

Tin cin gidu

tin vao trong dir liu. By nhing c6 thé
1a chuong trinh hay thuat toan dé dua
thong tin va dir liéu va thuong dugc
thuc hi¢n kém theo mot khoé bi mat (ma
mat). Sau khi ngudi ta di gidu tin va dix
liéu (phuong tién chua) s& duoc giri dén
nguoi nhan hodc duogc truyén Ién trén

Phwong tién chira da

droc gidu théng tin

Phuong tién chia
(Aah, Am thanh..)

mang Internet.

Hinh 2. Lugc dd chung cho qua trinh gidu tin

Hinh 3 mo ta chung qua trinh tach
tin da gidu trong dir liéu (phwong tién
chira). Trong qua trinh giai ma, can ¢
mot bo giai ma tuong ing véi bo nhing
va khoa K da dua vao trong qua trinh

nhing. Két thiic qua trinh giai ma, thu
duogc dir liéu gdc va tin gidu trong dit
liéu. Tin gidu thu dugc sau khi xir 1y,
kiém dinh, duoc so sanh véi céc tin ban
dau dem di giu.

S6 10 - Thang 12.2023 - Tap chi KH&CN Truong Dai hoc Hoa Binh 81



KHOA HQC VA CONG NGHE

Phuong tien chira da
- duoc gidu théng tin

Tin giau

Khéa K
Phl.rmg_[ t1én
chira (Anh,
Am thanh )
| Kiém dinh

Hinh 3. M6 ta chung cho qua trinh tach tin

Giai thich mot sb thuét ngir co ban:

Gidu tin (data hiding): Day 14 thuat
ngir ding dé chi k¥ thuat gidu tin noi
chung, bao gom ca gidu tin mat va thuy
van sb [2, tr.27].

Gidu tin mdt (steganography): Thuat
ngit chi nhitng ky thuat dé gidu tin mat
vao trong mot dbi tuong [2, tr.23].

Thuy vin sé (watermarking): Dung
dé chi nhitng ky thuat giu tin, dugc sir
dung dé bao vé doi tuong chira thong tin
gidu [2, tr.23].

Phuwong tién chwa (host signal):
Chinh 12 dir liéu gbc duge dung dé chira
thong tin can gidu. Vi du: Gidu tin trong
btrc anh thi birc anh do sé duogc goi la
anh chura hodc tin duoc gidu trong audio
thi audio d6 dugc goi la audio chura. ..

Théng tin can gidu (embeded data):
1a thong tin dugc gidu (nhing) vao trong
dwr li¢u. Thong tin dugc chia lam 2 loai
nhu sau: (i) Gidu tin mat: thong tin gidu
la cac thong diép (message); (i1) K¥
thuat thuy véan so: thong tin 1a cac thuy
van (cong khai hodc bi mat).

3. Mot s6 dir liéu c6 thé gidu thong tin

Cong nghé thong tin cang phat trién
thi dir li¢u da phuong tién ngay cang
da dang, phong pht va dang ton tai
trong céc linh vuc, cac ung dung cua
cong ngh¢ thong tin. Ngay nay, dir licu
da phuong tién thuong xuyén dugc su
dung dé 1am phuong tién trong qua trinh

gidu thong tin. Tuy nhién, dé lya chon
dir liéu 1am phuong tién chtra, nguoi str
dung can phai tim hiéu rd vé cac cau
tric cuia nhitng loai dir li¢u d6. Dir liéu
thudng xuyén dugc sir dung dé gidu tin
hién nay nhu: Anh, audio, video...

3.1. Di¢ liéu danh so

Theo khéi niém, thong tin gidu trong
anh s6 1a mot trong sé cac phuong phap
gidu thong tin, anh sb s& dugc sir dung
lam phuong tién chira.

Trong nhiéu phuong phap hién nay
dang duogc st dung thi gidu thong tin
trong anh chinh 14 phuong phéap chiém
ti 1& 16n nhat trong cac chuong trinh Gmg
dung hay cac phian mém gidu tin trong
dir liéu da phuong tién, boi lugng thong
tin dugc trao do6i trong hinh anh 13 rat
16n. Bén canh d6, viéc gidu thong tin
trong anh c6 vai trd0 quan trong trong
viéc bao v€ an toan thong tin nhu: xac
thuc thong tin, xac dinh xem thong tin
¢ bi 1am thay d6i khong, bao vé ban
quyén tac gia, diéu khién truy cap, gidu
thong tin mat... Tlr nhimg uu diém trén
ma giai phap gidu thong tin trong anh da
nhan duoc rat nhiéu sy quan tdm tir cac
ca nhan, cac to chirc trén thé gidi cliing
nghién clru.

Bén canh do, cung vdi cong nghé
phat trién nhu ngay nay, anh s6 dang
duoc su dung rat nhiéu trong cac linh
vuc doi séng xa hoi thi gidu thong tin
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trong anh 1a thyc su can thiét. Tai cac
qudc gia phat trién, ngudi ta da sir dung
chit ky sb thay cho chir ky tay va dugc
s6 hoa dé sir dung nhu 13 hd so ca nhan
cua cac dich vu cia nguoi dan.

Ngoai ra, trong mot sd tng dung
vé nhan dién thé cdn cude, ho chiéu...,
nguoi ta c6 thé gidu thong tin trén cac
anh dé xac dinh thong tin thuc. Pay 1a
xu huéng chung cua nhiéu nudc trén
thé gidi cling nhu tai Viét Nam. Thong
tin duoc gidu trén cic anh thé dé xéac
dinh thong tin thuc, tranh truong hop
bi gia mao.

bac biét, nho vao tinh “vo hinh” cua
gidu thong tin trong anh, day chinh 1a
cach thtrc truyén thong tin mat cho nhau
ma ngudi khac khong thé biét duoc, boi
sau khi gidu thong tin, chit luong anh
hau nhu khong bi thay doi, dac biét doi
v6i anh mau nhu hién nay.

3.2. Dir liéu Audio

Khac véi gidu thong tin trong céac
dbi twong da phuong tién, gidu thong
tin trong audio ¢ nhing dic diém riéng
biét. Cu thé, mot trong nhitng yéu cau
co ban cua gidu thong tin 13 dam bao
tinh chét “an” ciia thong tin duoc gidu,
dong thoi, khong lam anh huong dén
chat luong cuia dir liéu. Do do, gidu
thong tin trong anh hoan toan phu
thudc vao thi giac cua con nguoi (HVS
- Human Vision System), trong khi do,
gidu thong tin vao audio lai hoan toan
phu thudc vao thinh giac (HAS - Human
Auditory system) ciia con nguoi.

Tuy nhién, lai c6 van dé kho khan,
vuéng mic khac & day chinh 1a thinh
gi4c ctia con ngudi chi cé thé nghe duoc
céc tin hiu & cc dai tan rong va cong
suat 16n, diéu d6 dan téi nhiéu kho khin
dbi voi ky thuat gidu thong tin trong
audio. C6 diéu thuan loi 1a thinh giac

ctia con ngudi lai rat kho khin trong viée
nghe dugc nhiing su khac bi¢t cac dai
tan va cong suat. Do do, cac 4m thanh
160, cao tan thi co thé che giéu duoc
céc 4m thanh nho, tan s6 thap mot cach
dé dang.Trong nhiéu tai liéu nghién
cuu va phan tich tdm ly da dua ra cac
diém yéu trén, va diéu nay sé& 1am co so
cho vi¢c chon cac dang audio thich hop
dé gidu tin.

Bén canh do, kho khan tha hai cua
viéc gidu thong tin trong audio 1a viéc
lwa chon kénh thong tin dé truyén tai
dir liéu. Cu thé, kénh truyén hay bing
thong cham s& gy anh huong dén chat
luong cua thong tin sau khi duoc gidu.
Néu nhting mot doan phan mém java
applet vao trong mot doan audio (16 bit,
44.100hz) c¢6 chiéu dai binh thuong thi
cac phuong phép thong thuong ciing
can it nhit tbc d6 dudng truyén 1a 20bps
[3, tr.19].

Ngoai ra, viéc gidu thong tin trong
audio con doi hoi yéu cau rat cao vé tinh
dong bo va tinh an toan cua thong tin.
Hién cac phuong phap gidu thong tin
cho audio déu loi dung diém yéu trong
hé thdng thinh gidc ctia con nguoi. Vi
vay, phuong phap str dung audio dé giau
thong tin hién nay van con nhiéu han
ché va chua c6 nhiéu cong trinh duoc
cong bd trong linh vyc nay.

3.3. Dir liéu video

Tuong ty nhu cac k¥ thuat gidu thong
tin trong anh hay trong audio, giau thong
tin trong video da dugc nghién ctru va
ngdy cang phat trién dé tmg dung vao
thue té. Hién nay, gidu thong tin trong
d li€u video duoc trng dung nhiéu vao
cac linh vuc nhu: diéu khién truy cap
thong tin, xac thuc thong tin va bao v¢
ban quyén tac pham, tic gia...
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Cung véi sy phat trién manh mé cua
viéc gidu thong tin trong video, nhiéu
k¥ thuat gidu tin trong video ciing duoc
nghién ctru va phét trién manh mé theo
hai khuynh huéng 1a thuy van sé va
gidu dir liéu.

Hién nay, nguoi ta thuong st dung
cac phan bd déu dé trién khai ky thuat
gidu thong tin trong video, diéu nay da
duogc chi ra boi Cox. Theo phuong phap
nay, thong tin duoc gidu s& duoc chia
déu theo tan s6 cua dir liéu gdc. Hién
nay, dé gidu thong tin trong video, cac
nha nghién ctu da st dung nhirng ham
sO cosin riéng va cac hé sb truyén song
riéng dé trién khai phuong phap nay.

Bén canh do, trong cac thuat toan
khéi ngudn thi thuong chi co cac ky
thuat cho phép gidu cac tai liéu hoic
anh vao trong video. Hién nay, cong
nghé duoc phét trién cing voi cac ky
thuat méi da cho phép nguoi dung céd
thé gidu ca 4m thanh lan hinh anh vao
trong video.

Tai liéu tham khao

Mot s6 két luan

Tom lai, cung voi sy phat trién cua
khoa hoc cong nghé va su bung nd cua
cugc Cach mang cong nghiép 4.0 da
gitip ky thuat gidu thong tin duoc ap
dung trong nhiéu loai d6i tuong, chi
khong riéng dir liéu da phuong tién nhu
anh, audio, video. Theo d6, da c6 mot
s6 nghién ctru gidu tin trong co so dit
lidu quan hé. Tuy nhién, dé di sau vao
linh vuc cong nghé phirc tap ndy, can c6
nhiéu nghién ctru va giai phap chuyén
sau hon nira.

DPé nang cao dung luong gidu tin
trong anh va dé gidu duoc ban tin c6
dung lugng 16n, chiing ta c6 thé sir dung
phuong 4n gidu ban tin trong nhiéu birc
anh lién tiép. Ngoai ra, d6i voi phuong
phap gidu tin trong anh, dé nang cao
do bao mat cua thong tin, ta cé thé cai
tién mot k¥ thuat giau tin trong anh bang
cach két hop véi cac phuong phap ma
v6i khoa st dung mot 1an (OTP) hoic
ma hoa ban tin 2 1an dé ting mirc d6 bao
mat ctia thong tin dugc gidu.
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